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Attention Notice

IMPORTANT: READ CAREFULLY BEFORE USING THIS PRODUCT AND ACCOMPANYING DOCUMENTATION ("Software"). USE OF
THIS SOFTWARE IS SUBJECT TO THE DOUBLE-TAKE SOFTWARE, INC. ("Double-Take") SOFTWARE LICENSE TERMS AND
CONDITIONS SET FORTH BELOW ("License Agreement"). OPENING, INSTALLING, AND/OR USING THE SOFTWARE INDICATES
ACCEPTANCE OF THIS LICENSE AGREEMENT. IF YOU ("Licensee") DO NOT ACCEPT THE TERMS AND CONDITIONS IN THIS
LICENSE AGREEMENT, LICENSEE MUST NOT INSTALL AND/OR USE THE SOFTWARE.

A. Controlling Language

All documents contained herein are in English and may be translated to different languages. In the event of any inconsistencies
between the English and translated versions of any document, the English Version shall control. Copies of the English and
translated documents can be obtained as follows: (1) from the physical media; (2) downloaded from the Double-Take Online
Support website at http://support.doubletake.com; or (3) by calling Double-Take Technical Support at the number listed on
the Support website.

B. License Grant

Subject to Licensee's compliance with the terms and conditions set forth herein, in return for the fee paid by Licensee,
Double-Take hereby grants Licensee a limited, non-transferable personal license to use the object code version of the Software
included on the media on a single server authorized in writing by Double-Take in the relevant documentation pursuant to the
terms and conditions specified by Double-Take in its License Agreement, quotation, invoice or other terms that may
accompany the Software. If Your purchase includes multiple instances of Software, usage is restricted to the number of
licenses specified in the relevant documentation accompanying Licensee's purchase. If Licensee has purchased a Gold Disk
license, usage is restricted to the number of servers and licenses set forth in Licensee's purchase order or Gold Disk
Agreement. If Licensee receives a license for evaluation purposes, usage is restricted to a controlled environment for
evaluation and testing purposes only and solely for the period of time specified by Double-Take. The evaluation Software will
Pe quléippedfwith a time out mechanism set for the period of time specified by Double-Take. Evaluation licenses are not eligible
or Indemnification.

Unless otherwise specified, all Software licenses will be perpetual unless terminated or transferred in accordance with the
terms of this License Agreement.

In the event that the Software is Linux based, specific components of the Software are subject to additional licenses. Kernel
dtfs.ko and dtrep.ko ("Open Source Software") are subject to the GNU General Public License version 2 ("GPL"), and LibESMTP
is subject to the GNU Lesser General Public License Version 2.1 or later ("LGPL"), as published by the Free Software
Foundation. The Open Source Software shall not be subject to the remaining terms herein. There are no warranties provided
with respect to the Open Source Software and all implied warranties are disclaimed, in accordance with the terms of the GPL
and/or LGPL. In the event of any conflict between the terms herein and the GPL and/or LGPL with respect to the Open Source
Software, the terms of the GPL and/or LGPL shall control. A copy of the GPL and LGPL licenses are provided with the Software
distribution and can also be obtained at http://www.gnu.org/licenses/. The source files for the Open Source Software are
available via an FTP site from Double-Take, and can be obtained upon request submitted to LinuxPM@doubletake.com. The
version of LIbESMTP library file being utilized is available at http://www.stafford.uklinux.net/libesmtp/index.html.
Notwithstanding the foregoing, the GPL and LGPL shall only apply to the Open Source Software and shall not apply, in whole
or part, to the remaining Software, and in no event shall Licensee have any right to access or obtain the source code for the
remaining Software.

C. Copyright

Software is owned and copyrighted by Double-Take. This License Agreement confers no title or ownership and is not a sale
of any rights in the Software. Licensee agrees that this Software remains the property of Double-Take and that Licensee only
has a license to use this Software. Double-Take reserves all other rights to the Software.

D. Restrictions

Licensee may not (1) rent, lease, sublicense, time-share, sell or otherwise transfer the Software or documentation except as
expressly authorized in these terms; (2) make the Software available over the internet or any other publicly accessible network
or technology; (3) remove any copyright, trademark, or other proprietary notices from the Software or the media; (4) make
any copies of the documentation; (5) copy the Software except as expressly provided for herein; (6) assign any rights or
obligations hereunder; or (7) reverse engineer, decompile, disassemble, or otherwise attempt directly or indirectly to discover,
use, disclose or transfer any source code or other confidential information contained in the Software.

E. Copying

Licensee may make and maintain one backup copy of the Software provided it is used only for Licensee's own backup purposes
and Licensee keep possession of all backup copies.

F. Pre-Printed Terms

Any pre-printed terms and conditions of any documents used by any third party in connection with this License Agreement
shall not be binding on Double-Take and shall not be deemed to modify this License Agreement.

G. Termination

Double-Take may terminate Licensee's license upon notice for failure to comply with any of the license terms set forth herein.
Immediately upon termination, the Software, and all copies of the Software, at Double-Take's option, will be destroyed or
returned to Double-Take.

H. Limitation of Liability

EXCEPT TO THE EXTENT PROHIBITED BY LOCAL LAW, IN NO EVENT WILL DOUBLE-TAKE OR ITS SUBSIDIARIES,
AFFILIATES, DIRECTORS, OFFICERS, EMPLOYEES, AGENTS OR SUPPLIERS BE LIABLE FOR DIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE, OR OTHER DAMAGES (INCLUDING LOST PROFIT, LOST DATA, OR
DOWNTIME COSTS), ARISING OUT OF THE USE, INABILITY TO USE, OR THE RESULTS OF USE OF THE SOFTWARE,
WHETHER BASED IN WARRANTY, CONTRACT, TORT OR OTHER LEGAL THEORY, AND WHETHER OR NOT
DOUBLE-TAKE WAS ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. In any case, Double-Take's entire liability
under any provision of this License Agreement shall be limited to amount received by Double-Take during the
twelve (12) month period prior to the date the cause of action arose. Licensee's use of the Software is entirely
at Licensee's own risk.



I. Limited Warranty

Double-Take warrants only that the Software media will be free of physical defects for a period of ninety (90) days from

delivery. The entire liability of Double-Take and Licensee's exclusive remedy for Software that does not conform to this limited

warranty shall be the repair or replacement of the defective media. This warranty and remedy are subject to Licensee

rSetfurning the defective media during the warranty period to Double-Take or to the distributor whom Licensee obtained the
oftware.

J. Indemnification

Infringement. Double-Take will, at Double-Take's expense, indemnify, defend and hold harmless Licensee (including officers,
directors, employees and agents), against any actual third party claims (including but not limited to reasonable attorneys' fees
and costs) that the Software infringes, violates or misappropriates a patent, copyright, trademark, or other property right of
a third party in the United States by the Software in the form provided by Double-Take to Licensee provided that (1) Licensee
notify Double-Take promptly upon learning that the claim might be asserted; (2) Double-Take has sole control over the
defense of the claim and any negotiations for its settlement or compromise; and (3) Licensee take no action that, in
Double-Take's judgment, impairs Double-Take's defense of the claim.

This indemnification obligation shall be effective only if (1) Licensee has made all payments required by the terms of this
License Agreement; (2) Licensee has given prompt notice of the claim; and (3) the infringement does not result from
Licensee's modification of the Software or the Software's incorporation with other software, hardware or apparatus not
supplied by Double-Take.

Remedy. If such a claim is made, Double-Take, at its own expense, may exercise any of the following remedies that are
reasonably and commercially practicable (1) obtain for Licensee the right to continue to use the Software consistent with this
License Agreement; (2) modify the Software so it is non-infringing and in compliance with this License Agreement; or (3)
replace the Software with non-infringing software that complies with this License Agreement. If none of these options are
ia;/ailable, Double-Take shall refund to Licensee the remaining value of the Software as amortized over a thirty-six (36) month
ife.

K. Disclaimer

TO THE EXTENT ALLOWED BY LAW, THIS SOFTWARE IS PROVIDED TO LICENSEE "AS IS" WITHOUT WARRANTIES
OR CONDITIONS OF ANY KIND, WHETHER ORAL OR WRITTEN, EXPRESS OR IMPLIED. DOUBLE-TAKE
SPECIFICALLY DISCLAIMS ANY IMPLIED WARRANTIES OR CONDITIONS OF MERCHANTABILITY, SATISFACTORY
QUALITY, NON-INFRINGEMENT, TITLE, ACCURACY OF INFORMATIONAL CONTENT, AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE RESULTS AND PERFORMANCE OF THE SOFTWARE IS
ASSUMED BY LICENSEE. NO ORAL OR WRITTEN INFORMATION OR ADVICE GIVEN BY DOUBLE-TAKE SHALL
CREATE A WARRANTY OR AMEND THIS "AS IS" WARRANTY. Some jurisdictions do not allow exclusions of implied
warranties or conditions, so the above exclusion may not apply to Licensee to the extent prohibited by such local laws.
Licensee may have other rights that vary from country to country, state to state, or province to province.

L. Government

If the Software is licensed for use in the performance of a U.S. government prime contract or subcontract, Licensee agrees
that, consistent with FAR 12.211 and 12.212, commercial computer software, computer software documentation and technical
data for commercial items are licensed under vendor's standard commercial license.

M. Export Restrictions

Licensee acknowledges that this Software is subject to the export laws of the United States and agrees to comply at all times
with such laws. This Software or any components, data, code or technology thereof may not be exported except in full

compliance with all United States and other applicable laws and regulations. Licensee hereby represents and warrants that
Licensee: (1) is not a citizen or resident of Cuba, Iraq, Libya, Sudan, North Korea, Iran, or Syria; (2) and if a legal entity, (a)
is not an entity formed under the laws of Cuba, Iraq, Libya, Sudan, North Korea, Iran, or Syria; or (b) is not included on the
U.S. Treasury Department's list of Specially Designated nationals or the U.S. Commerce Department's Table of Deny Orders.

N. Severability

If any term or provision herein is determined to be illegal or unenforceable, the validity or enforceability of the remainder of
the terms or provisions herein will remain in full force and effect.

0. Gold Disk Maintenance Renewals

If Licensee chooses to renew maintenance, Licensee shall purchase maintenance for all licenses purchased hereunder and for
any subsequent licenses added to the Gold Disk.

P. Notice

Any notices or other communications under this License Agreement shall be in writing and delivered in person, or a national
overnight express delivery service or United States mail (registered or certified mail, postage pre-paid, return receipt
requested) and shall be deemed to have been given upon confirmation of Double-Take's signature. Notices should be sent to
the attention of Chief Financial Officer, Double-Take Software, Inc., 8470 Allison Pointe Blvd., Suite 300, Indianapolis, IN
46250 with a copy to Associate Corporate Counsel.

Rev 02/2009
© 1996-2009 Double-Take Software, Inc. All rights reserved.
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Introduction

Welcome to Double-Take® for Linux®! Double-Take is a real-time

data replication and failover software product. Double-Take

augments your existing data protection strategy by reducing

downtime and data loss, and it provides these services with minimal impact on existing network and
communication resources.

Double-Take allows you to specify mission-critical data that must be protected and replicates, in
real-time, that data from a production server, known as the source, to a backup server, known as
the target. The target server, on a local network or at a remote site, stores the copy of the critical
data from the source. Double-Take monitors any changes to the critical data and sends the changes
to the target server. By replicating only the file changes rather than copying an entire file,
Double-Take allows you to more efficiently use resources.

Offsite disaster recovery services—No business is immune from the many disasters - disk
crashes, power failures, human error, natural disasters - that will inevitably stop the flow of data
at one or more of your facilities. Tape-based disaster recovery can only restore data to the point
of the last backup, which was most likely the prior night. Any data created since the last backup
will be lost. An effective disaster recovery plan requires a comprehensive data protection plan,
including Double-Take continuous data replication.

Double-Take can be combined with your existing tape backup solution for a more comprehensive
disaster recovery plan. Double-Take is a disaster recovery software based on asynchronous
real-time replication and automatic failover to prowd% cost-effective business continuity for
Microsoft™ Exchange, Microsoft SQL Server® , Oracle™, virtual systems, file servers, and many
other applications. Double-Take provides continuous data protection by sending an
up-to-the-minute copy of the data as it is being changed to the target server. Features such as
built-in bandwidth control allows data to be replicated to a remote source, far from harms way of
a disaster such as hurricanes, tornadoes, and brown-outs. That same bandwidth control allows
data to be restored within minutes.

Local high availability services—As businesses come to increasingly depend on continuous
access to their data, ensuring that their data is available on-demand is of paramount importance.
Traditional solutions, such as tape backup and hardware mirroring, are not without flaws. Tape
backup poses a potential risk in that data backups must be performed when the system is idle,
meaning that as much as a days worth of data could be lost. Tape recovery time can also be bdow
many business's recovery time objectives (and does not provide high availability).

A more cost-effective answer to a high availability solution is asynchronous host-based
replication for high availability. Support for non-proprietary hardware and storage systems
means you can leverage your existing resources. You will also get real-time data protection
without distance limitations, ensuring high availability for all your business-critical applications,
including e-mail. Real-time data replication at the byte level, regardless of application, is a much
more efficient use of computing and bandwidth resources for high availability. With Double-Take
all of your applications can have cost-effective, real-time data protection and high availability.

Enhanced centralized backup—The rapid growth in storage brought on by the Internet and
distributed computing has placed nearly impossible demands on administrators responsible for
protecting corporate data assets. The backup window has shrunk to nearly zero and tape backup
systems can introduce significant overhead to a production server, seriously impacting its
performance. While the importance of backups increases, the impact of periodic full system
backups is obvious. Even nightly incremental backups dominate processing while they examine
every file system object and then read all files that have changed in their entirety for backup.
Perforang this process across a network adds additional overhead as the entire process happens
across the wire.

These days permanent point in time storage and recovery, like that provided by periodic tape
backup, is required. And despite the fact that Double-Take cannot provide a way to retrieve
historical file versions or files that may have been previously deleted by users, Double-Take can
enhance the backup process by continuously replicating critical data to centralized servers and
using tape backup systems to backup the replica rather than the production servers. Using
Double-Take offloads the burden of periodic tape backups from multiple production servers to a
dedicated backup server and makes centralized tape backup a reality, significantly reducing
management cost and improving reliability. Regardless of a file’s state on the source, on the
target every file is closed and available for consistent backup at any point in time.




The following diagram is one common Double-Take configuration.
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Evaluation Guide overview

In this guide, you will find the following sections.

1.

mhwN

Introduction—A brief overview of Double-Take

Resources—Resources available during your evaluation

Installation—System requirements and basic instructions for installing Double-Take
Evaluation—Step-by-step instructions for evaluating basic Double-Take functionality
Conclusion—Final words on your Double-Take evaluation




Double-Take operations

Double-Take performs four basic types of operations.
e Mirroring—The initial copy or subsequent resynchronization of selected data
e Replication—The on-going capture of byte-level file changes

e Failure monitoring and failover—The ability to monitor and stand-in for a server, in the event
of a failure

e Restoration—A mirror of selected data from the target back to the source

Mirroring

Mirroring is the process of transmitting user-specified data from the source to the target so that an
identical copy of data exists on the target. When Double-Take initially performs mirroring, it copies
all of the selected data, including file attributes and permissions. Mirroring creates a foundation upon
which Double-Take can efficiently update the target server by replicating only file changes.

If subsequent mirroring operations are necessary, Double-Take can mirror specific files or blocks of
changed data within files. By mirroring only files that have changed, network administrators can
expedite the mirroring of data on the source and target servers.
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Flexible mirroring options allow you to choose
which files are mirrored from the source to the target.

Mirroring has a defined end point - when all of the selected files from the source have been
transmitted to the target. When a mirror is complete, the target contains a copy of the source files
at that point in time.




Replication

Replication is the real-time transmission of file changes. Unlike other related technologies, which are
based on a disk driver or a specific application, the Double-Take replication process operates at the
file system level and is able to track file changes independently from the file’s related application. In
terms of network resources and time, replicating changes is a more efficient method of maintaining
a real-time copy of data than copying an entire file that has changed.

After a source and target have been connected through Double-Take, file system changes from the
user-defined data set are tracked. Double-Take immediately transmits these file changes to the
target server. This real-time replication keeps the data on the target up-to-date with the source and
provides high availability and disaster recovery with minimal data loss.

= Only the changed _ = % Up-to-date copy maintained
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Unlike mirroring which is complete when all of the files have been transmitted to the target,
replication continuously captures the changes as they are written to the source. Replication keeps the
target up-to-date and synchronized with the source.




Failure monitoring and failover

Failover is the process in which a target stands in for a failed source. As a result, user and appliation
requests that are directed to the failed source are routed to the target.

Double-Take monitors the source status by tracking network requests and responses exchanged
between the source and target. When a monitored source misses a user-defined number of requests,
Double-Take assumes that the server has failed. Double-Take then prompts the network
administrator to initiate failover, or, if configured, it occurs automatically.

The failover target assumes the network identity of the failed source. When the target assumes the
identity of the source, user and application requests destined for the source server or its IP
address(es) are routed to the target.

When partnered with the Double-Take data replication capabilities, failover routes user and
application requests with minimal disruption and little or no data loss. In some cases, failover may
be used without data replication to ensure high availability on a server that only provides processing
services, such as a web server.

Mirroring and replicating data
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Restoration

Restoration provides an easy method for copying replicated data from the target back to its original
location on the source. The process only requires you to select the source, target, and the
appropriate replication set. There is no need to select files or to remember where the data came from
on the source since that information is maintained by Double-Take.

Restoration can be used if the source data is lost due to a disk crash or when the most up-to-date
data exists on the target due to failover. At the time of a source server failure, your Double-Take
target will contain the same data as your Double-Take source. If you are using the Double-Take
failover capabilities, users can continue updating data on the target server while the problems on the
source are resolved. Because of the continued updates on the target, when the source server is ready
to come back online, the two servers will nolonger contain the same data. Restoration is the process
of copying the up-to-date data from the target back to the original source or a new source.
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Flexible restoration options allow you to choose
which files are restored from the target to the source.

When a restoration is complete, the source and target are again synchronized.




Resources

You have many resources available to you when using Double-Take.

Operating System and application documentation—Make
sure that you have complete documentation for your operating
system and your applications.

Double-Take documentation—The complete set of Double-Take documentation includes the

manuals listed below. Each manual is available in the \DbITake\docs directory on the product CD
and in th root of t%e installation directory you selected during the installation. The manuals are
in Adobe Acrobat™ PDF format. If needed, you can install the free Adobe Acrobat Reader® by

downloading the latest version from the Adobe web site at www.adobe.com.

e Double-Take for Linux User’s Guide—This guide is acomplete how-to guide with detailed steps
for installing and using Double-Take. This guide also contains a complete list of Double-Take
messages, alerts, and statistics. The file name of this manual is User’s Guide.pdf.

e Double-Take for Linux Scripting Guide—This guide is a scripting manual for those users who
want to use DTCL (Double-Take Command Language). The file name of this manual is
Scripting Guide.pdf.

e Double-Take for Linux Evaluation Guide—This guide is for those users who are evaluating
Double-Take. It walks through specific steps allowing you to become familiar with the
Double-Take core technology first hand. The file name of this manual is Evaluation Guide.pdf.

Double-Take Online Help—The online help can be accessed by pressing the F1 key, clicking the
Help button on screens where it is available, or selecting Help, Help Topics.

Readme—Double-Take includes a readme file which contains any last-minute information. This
file is called readme.html and is located in the \DblTake\docs directory of the product CD and in
the root of the installation directory you selected during the installation.

Application Notes—Double-Take Software tests many of the popular applications on the market
today and the results of these testing procedures are written up into formal Application Notes that
describe how Double-Take should be configured to work correctly with certain applications. For a
complete list of Application Notes, see the Double-Take Software Support web site at
support.doubletake.com.

If you need assistance during your evaluation, you can contact Technical Support. All basic
configurations outlined in the guides will be supported through Technical Support, while assistance
and support for advanced configurations will be referred to a Pre-Sales Systems Engineer or to
Professional Services. For a complete list of technical support contact information, including phone
numbers and e-mail addresses, visit the support page of the Double-Take Software web site at
www.doubletake.com/support/.




Double-Take Setup

Your Double-Take setup consists of two tasks: determining that your
source and target meet the system requirements of this evaluation

and performing the Double-Take installation.

NOTE: When evaluating Double-Take, you should install and evaluate it in a test environment.
Do not use your actual production servers because you will be forcing a failure during the

evaluation.

System requirements

Verify that each machine that will be used as a source or target meets the following system

requirements.

e Operating System—Make sure your servers meets the operating system requirements outlined

in the following table.

Physical Servers and

: Kernel File
Guest Operating Version Kernel Type System Platforms
Systems
o Red Hat® Enterprise 2.6.9.x.x Default o Ext2 VMware®
Linux 4.5 through 4.7 ;
for 32-bit architecture SMP o Ext3 \I\;Iiﬁruoaslogterver
« CentOS 4 Updates 5-7 HugeMem N
for 32-bit architecture
. Virtual Iron®
e Red Hat Enterprise Default
Linux 4.5 through 4.7 SMP
for 64-bit architecture
e CentOS 4 Updates 5-7 LargeSMP
for 64-bit architecture
e Red Hat Enterprise 2.6.18.x.x Default (SMP)
Linux 5.0 through 5.2 Xen
for 32-bit architecture
« CentOS 5 GA-Update 2 PAE
for 32-bit architecture
e Red Hat Enterprise Default (SMP)
Linux 5.0 through 5.2 Xen
for 64-bit architecture
e CentOS5 GA-Update 2
for 64-bit architecture
SUSE Linux Enterprise 2.6.16.x.x Default e Ext2 VMware®
Server 10.2 for 32-bit SMP ° Ext3 Microsoft
architecture i
BigSMP o Reiserfs | Virtual Server
Xen®
Xen
XenPAE Virtual Iron®
SUSE Linux Enterprise Default
Server 10.2 for 64-bit SMP
architecture
Xen

e System Memory—At a minimum, you should have 512 MB of memory on each server. Ideally,

you should have 1 GB.




Disk Usage—The amount of disk space required for the Double-Take program files is
approximately 45 MB. About 5 MB will be located on your / (root) partition, and the remainder
will be on your /usr partition. You will need to verify that you have additional disk space for
Double-Take queuing, logging, and so on. Additionally, on a target server, you need sufficient disk
spacer;co store the replicated data from all connected sources, allowing additional space for
growth.

Protocols—TCP/IP

Name resolution—Your servers must have name resolution using hosts files entries, DNS,
and/or DHCP. For details on configuring name resolution by any of these methods, see your Linux
documentation or online Linux resources.

Installing or upgrading Double-Take for Linux

Use these instructions if you are installing or upgrading Double-Take.

1.

Determine the installation package that is appropriate for your operating system.

The versionnumbers in the installation file name will vary and will correspond to the version of
Double-Take you are installing. If you are uncertain about the architecture of your machine, you
can use the uname -m command to determine it.

Once you have determined the appropriate installation package to use, you can install the
software from the UI or from the command line.

e Ul installation—Double-click the .rpm file from the UI and confirm the installation or
upgrade.

e Command line installation—Use the following steps to install from a command line.

a. Go to a shell prompt by launching a terminal application from your UI or logging in via the
Linux virtual console.

If you are not already, become the superuser ("root") by typing su -.
c. If you are installing from a CD, mount the file ISO 9660 or UDF file system.

d. To run the installation use rpm -i with the installation file name to install the software or
rpm -U with the installation file name to upgrade the software.

A successful installation returns you to the shell prompt. If you receive an error message
during the installation, you will need to reinstall the software. If you are unable to resolve the
error, contact technical support.

After you have installed the software, you need to configure your installation prior to using
Double-Take. Run the following command from the shell prompt.

DTSetup

NOTE: Do not run DTSetup using the sudo command. Use a real root shell to launch DTSetup
instead, either by logging in as root on the console or by using the login session of a
non-privileged user to run su - to start a root shell.

The first time you run DTSetup after an installation or upgrade, you will be prompted to review
the Double-Take Software license agreement. Review the agreement and accept the terms of
agreement by typing yes. You cannot use Double-Take without agreeing to the licensing terms.

When the DTSetup menu appears, at a minimum you must specify an activation code, configure
replication, and start the daemon. You may also desire to modify the security group
configuration. During the install, root is automatically added to the main Double-Take security
group. If you want to add other users or remove root, you should modify the security group
configuration as well. For details on all of the DTSetup menu options, see the User’s Guide.




Installing or Upgrading the Double-Take Client for
Windows

Use the instructions to install the Double-Take clients on a Microsoft Windows® machine. Your
Windows version can be Windows 2003, Windows XP Service Pack 2 or later, or Windows Vista on
32-bit or 64-bit platforms.

1.
2.

Close any open applications.

Start the installation program using the appropriate instructions, depending on your media
source.

e CD—Load the Double-Take CD into the local CD-ROM drive. If auto-run is enabled, the
installation program will start automatically. To manually start the program, select Start, Run
and specify <cd_drive>:\autorun.exe. Select to install Double-Take for Windows.

e Web download—Launch the .exe file that you downloaded from the web. When prompted,
unzip the files and launch the installation.

When the Double-Take installation program begins, the Welcome screen is displayed. Click Next
to continue.

Review and accept the Double-Take license agreement to continue with the installation program.
Click Next to continue.

Select the folder where you would like to install the Double-Take clients and click Next to
continue.

When you are ready to begin copying the files, click Install.
After the files have completed copying, click Finish to exit the installation program.




Evaluating
Double-Take

Double-Take configuration consists of creating a replication set, which defines the data on the source
machine that is to be protected, and then connecting that replication set to a target machine. These
two steps, creation and connection of the replication set, are the backbone of the Double-Take
processes. From there you can also use Double-Take’s failover, failback, and restoration processes
for a high availability solution.

The evaluation consists of the following tasks.

Checking your configuration on page 4-2
Establishing a connection on page 4-2

Monitoring the activity and completion of the initial mirror on page 4-3
Changing data to cause replication on page 4-4
Verifying the data changes on the target on page 4-5
Testing your target data on page 4-7

Configuring failover on page 4-8

Simulating a failure on page 4-10

Simulating data changes after failover on page 4-10
10. Initiating failback on page 4-11

11. Restoring your data on page 4-13
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Checking your configuration

Before starting your evaluation, make sure you have Double-Take installed on the source and target.
You should have at least 1 GB of data for testing. If you are going to be protecting application data,
make sure the application is pre-installed on the target, but the application is not running. If the
application is running on the target, the files will be held open and Double-Take will not be able to
write to the files. The application should not be running because, in the event of a failure, the
application can be started on the target and the files can then be accessed.

Establishing a connection

1. Start the Double-Take Management Console by selecting Start, Programs, Double-Take,
Management Console.

2. Click Make a connection from the right pane of the Management Console. If that quick launch
screen is no longer visible, select Tools, Connection Wizard.

NOTE: If the Double-Take Servers root is highlighted in the left pane of the Management
Console, the Connection Wizard menu option will not be available. To access the
menu, expand the server tree in the left pane, and highlight a server in the tree.

3. The Connection Wizard opens to the Welcome screen. Review this screen and click Next to
continue.

NOTE: At any time while using the Connection Wizard, click Back to return to previous
screens and review your selections.

4. If you highlighted a source in the Management Console, the source will already be selected. If it
is not, select the Double-Take source. This is the server that you want to protect. Click Next to
continue.

NOTE: Double-Take will automatically attempt to log on to the selected source using the
identification of the user logged on to the local machine. If the logon is not successful,
the Logon dialog box will appear prompting for your security identification. When
logging in, the user name, password, and domain are limited to 100 characters.

5. If you highlighted a target in the Management Console, the target will already be selected. If it is
not, select the Double-Take target. This is your backup server that will protect the source. Click
Next to continue.

NOTE: Double-Take will automatically attempt to log on to the selected target using the
identification of the user logged on to the local machine. If the logon is not successful,
the Logon dialog box will appear prompting for your security identification. When
logging in, the user name, password, and domain are limited to 100 characters.

6. On the next screen, verify Create a new replication set with this name is selected.
Enter the replication set name, and click Next to continue.

8. A tree display appears identifying the volumes and directories available on your source. Mark the
check box of the volumes and/or directories you want to protect. Click Next to continue.

9. There are two pre-defined locations to store the source data on the target, or you can select a
custom location. For this evalution, select the option Send all data to the same path on the
target. This option keeps the directory structure on the source and target identical. For
example, /var/data is transmitted to /var/data. Click Next to continue.

10. Review your selections on the summary screen. You do not need to set any advanced options for
this evaluation, so click Finish. The Connection Wizard will close, the connection will be
established, and mirroring and replication will begin.

11. You will be prompted to save your newly created replication set. Click Yes to save it.

N




Monitoring the activity and completion of the
initial mirror

View your new connection in the Management Console by highlighting the source on the left pane.
The connection will appear on the right pane. Use the horizontal scroll bar at the bottom of the right
pane to view the various status columns. Pay attention to the Mirror Status column which shows
the status of the mirroring operation. During the mirroring process, you will see a percentage of the

mirror that has been completed. When the Mirror Status changes to Idle, there is no mirroring
activity, meaning your initial mirror has completed.

View the status of your mirroring process
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To view specific mirroring statistics that may be ofinterest, use the horizontal scroll bar at the bottom
of the right pane of the Management Console window to view the various columns.

e Sent (Bytes)—The total number of mirror and replication bytes that have been sent during this
connection.

e Sent Mirror (Bytes)—The total number of mirror bytes only that have been sent during this
connection.

o Skipped Mirror (Bytes)—The total number of bytes that have been skipped when performing a
difference or checksum mirror. These bytes are skipped because the data is the same on the
source and target machines.

e Remaining Mirror (Bytes)—The total number of mirror bytes only that remain to be sent to the
target.

For complete details on all of the statistics, see the Double-Take User’s Guide.

After your mirror is complete, look at your target and you will see the replicated data stored in the
location you specified. Now you are ready to continue with the evaluation.




Changing data to cause replication

In order to test replication, you need to change the data on your source. This includes modifying
existing files, creating new files, deleting files, and changing permissions and attributes.

1. On the source, browse through the directories and files contained in your replication set.
2. Select four files from your source and record the file information specified in the following table.

File Name Attribute to Record
File 1 Date
Time
File 2 Date
Time
File 3 File size
File 4 File size

3. On your source, view the contents of one of your files from the table above. Make notes here of
the file contents, if necessary.

4. On your target, locate the four files that you have noted above from your source. They match
the files on the soruce.

5. Also on your target, view the contents of the file on the source that you viewed. It matches the
file on your source.

6. If your Management Console is closed, open it.

7. Highlight your source in the left pane.

8. Locate the Replication Status and Sent (Bytes) columns in the right pane.

9. Tile your Management Console so that you can see it while still having access to your desktop.

10. On your source, edit the file that you viewed above. Save your changes, and watch the
Management Console statistics as the file change causes replication to occur. .

11. Modify the other three files so that the date, time, and/or size is updated, and again watch the
Management Console statistics as the file changes cause replication to occur. While Double-Take
is actively replicating, the status will be Replicating. When there is no replication activity, the
status is Ready.

12. Use the horizontal scroll bars to display additional replication statistics.

e Sent (Bytes)—The total number of mirror and replication bytes that have been sent during
this connection

e Queued Replication (Bytes)—The total number of replication bytes that remain in the
source queue

e Sent Replication (Bytes)—The total number of replication bytes that have been sent during
this connection

e Last File Touched—Identifies the last file that Double-Take transmitted to the target




For complete details on all of the statistics, see the Double-Take User’s Guide.

NOTE: Many user applications typically save an entire file even though only a portion of the
file may have changed. Therefore, the replication statistics will show the entire file
being transmitted, not just the changed data. To confirm that replication only
transmits the changed segments of files, you must use an application, such as a
database application, or a command, such as the echo command, to save only the
changed portions of a file.

You may notice your Replication Status toggle between Replicating and Ready as it continues
processing the file changes, when your Replication Status stays at Ready, Double-Take is waiting
for additional changes to transmit. After replication is complete, you are ready to continue with the
evaluation.

Verifying the data changes on the target

Now that you have modified some of the files, you want to be sure that the file modifications were
applied correctly.

NOTE: Because of the way the Windows Cache Manager handles memory, machines that are
doing minimal or light processing, as you are in this evaluation, may have file operations
that remain in the cache until additional operations flush them out. This may make
Double-Take files on the target appear as if they are not synchronized. When the
Windows Cache Manager releases the operations in the cache on the source, the files will
be updated on thetarget. To make sure this does notimpact your testing, flush the cache
by copying a couple of files from one directory to another and then deleting them.

1. Browse your source and target. Compare the directory structures and the total number of files.

2. Look again at the four files you modified earlier. Verify manually that the changes you made have
been applied to the target copy of the file.

3. Right-click the connection on the right pane of the Management Console and select Verify. You
will see two choices on the Start Verification dialog box.

e Verify only—This option performs the verification process by comparing the date, time and
size of each file and generates a verification report identifying the files that are not
synchronized.

e Remirror data to the target automatically—This options performs the verification process
by the comparison method specified, generates a verification report, and then remirrors those
files from the source to the target that are not synchronized.

4. Select Verify only and click OK.

Just like when you were monitoring the mirror and replication processes, you can monitor the
verification process. Notice that the Mirror Status column changes to Verifying while the
verification process occurs. When the verification is complete, Double-Take will have created a
log file for you to review.

View the status of your verification process
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5. Wait until your Mirror Status has returned to Idle and then open the file DTVerify.log located in
the Double-Take installation directory on your source. You will see that all of the files are
reported as the same.

Completion Time: 2/7/08 17:04:38:271766
Elapsed Time: 121.689167 seconds

Total Directories Compared: 15128

Total Directories Missing: 0

Total Files Compared: 7282567

Total Files Missing: 0

Total Files Different: 0

Total Files Encrypted: 0

Total Bytes Skipped: 3874343685920
Total Bytes Compared: 3874343685920
Total Bytes Missing: 0

Total Bytes Different: 0

————— END OF VERIFICATION -----

6. Modify one of your files on the target and repeat the verification process, but this time, select
Remirror data to the target automatically.

NOTE: Since your target file is newer, make sure that Only if the source's date is
newer than the target's is not selected.

7. Look at the file on the target that you modified and confirm that your changes are gone. The
source version has overwritten the file on the target.




Testing your target data

At this point in your evaluation, you have completed a disaster recovery scenario. You may want to
test your target data. The type of testing you will need to perform will depend on the type of data
you are protecting.

User data—If you are protecting user files, you can use the associated application to open the
files on the target. Open one or more of the files to test the integrity of the data. Do not save the
file after you have opened it, because that will update the copy of the data on the target, which
you do not want to do at this point in the evaluation.

Application data—If you are protecting application data, for example a database application,
you will need to use that application to test the integrity ofthe data and the files. Use the following
instructions to test application data on the target.

In order to test the application data on the target, you will need to start the application on the
target. But Double-Take requires applications to be in a standby mode in order to update files on
the target. In order to meet both of those requirements, you will need to pause the target. When
you pause the target, the source begins to queue the data changes that are occurring. This will
give you an opportunity to start the services on the target, test the data, stop the services, and
then resume the target. Make sure your mirror is Idle and then pause the target by
right-clicking the connection in the Management Console and selecting Pause Target.

Once the target is paused, you can start the application services on the target. Test the
application data by using clients to connect to the application. For this evaluation, the clients will
need to be configured to access the application from the target. In a real-world scenario, if
failover has occurred, the target would be standing in for the source and the clients would still be
accessing the application from the source.

After you have completed your testing, stop the application services on the target.

After the application services on the target have been stopped, you can resume your taget
through the Management Console by right-clicking the connection and selecting Resume
Target.

While you were testing the application on the target, the application files were updated on the
target, thus your source and target are no longer synchronized. You will need to perform a
manual remirror to resynchronize the files on the source and targer. Right-click the connection
and select Mirroring, Start. Select a Difference Mirror. Make sure that Only send data if
source's date is newer than the target’s date is not selected. Since your target files are
actuallly newer than the source (because of the testing you performed), you do want the newer
files on the target to be overwritten by the files from the source. Click OK to begin the mirror.

When the mirror is complete, your source and target will again be synchronized and you can continue
with your evaluation.




Configuring failover

If you are interested in continuing your evaluation to test high availability, use the remaining
instructions in this chapter to configure failover, simulate a failure, and perform failback and a
restoration.

1.

w

5.

6.

The Failover Control Center can be started from within the Management Console or from the
Windows desktop.

e From the Management Console, select Tools, Failover Control Center.

e From the Windows desktop, select Start, Programs, Double-Take, Failover Control
Center.

Select a failover target from the Target Machine list box.
Click Login to login to the selected target.

Select a source machine to monitor by clicking Add Monitor. The Insert Source Machine dialog
box appears in front of the Monitor Settings dialog box.

Type in your source machine name and click OK. The Monitor Settings dialog box appears. This
is where you set your monitoring configuration.

Select the source to be monitored by marking the check box to the left of the source server
name in the Names to Monitor tree.

At this point, in terms of your evaluation, your failover configuration is complete because you will be
using the default settings for the remaining options. But while you are viewing the Monitor Settings
dialog box, notice the configuration options available to you.




Monitoring failover

Since it can be essential to quickly know the status of failover, Double-Take offers various methods
for monitoring the state of failover. When the Failover Control Center is running, you will see four
visual indicators:

e The Failover Control Center Time to Fail counter

e The Failover Control Center status bar located at the bottom of the window

e The Failover Control Center colored bullets to the left of each IP address and source machine
e The Windows desktop icon tray containing a failover icon
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NOTE: You can minimize the Failover Control Center and, although it will not appear in your
Windows taskbar, it will still be active and the failover icon will still appear in the desktop
icon tray.

The Failover Control Center does not have to be running for failover to occur.

For more information on the visual indicators, see the User’s Guide.




Simulating a failure

To fully evaluate failover, you need to simulate a failure. The Failover Control Center does not have
to be running in order for failover to occur, but for the purpose of this evaluation, make sure that it
is running so that you can see each step of the process.

1. Ping the source’s IP address from a client machine.
2. Ping the source’s machine name from a client machine.

3. Disconnect the network cable(s) on the source. Notice immediately, that the Failover Control
Center Time to Fail counter decreases and never resets. You will see the icons change to yellow
and eventually to red.

4. You will be prompted to determine how to apply the data in queue on the target. Select Apply
Data in Target Queues Then Failover. Once the icons are red and the Failed Over message
is displayed, failover has occurred.

NOTE: The Windows Event Viewer on the target provides details on the actual steps that
have occurred during failover.

5. Ping the source’s IP address from a client machine.
6. Ping the source’s machine name from a client machine.

As you can see, the target has taken on the identity of the source. Application and user requests
destined for the source are routed directly to the target. The impact on your end users is minimal.

Simulating data changes after failover

While your source is failed over to your target, end users continue to work without interruption and
the data on the target will be updated. To fully evaluate the next step, restoration, simulate the
changes that the end users would have made on the target while the source was unavailable.

1. Identify the file that you edited earlier on the source.
2. Locate that same file on the target and make edits to it. Save the changes.

3. Modify the other three files from earlier, but this time make the modifications on the target copy
of the file. Save the changes.

If desired, you can also test the target data as you did earlier. See Testing your target data on
page 4-7. You can test user data using the associated application, and you can save the changes if
desired. If you want to test application data, start the application services on the target, and test the
application data by using clients to connect to the application. Because the source is now failed over,
you will not need to worry about pausing the target, taking a snapshot, or configuring clients to
access the application from the target. The clients will continue to access the source, which is now
being handled by the target machine.
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Initiating failback

When failover occurs, a source machine has failed. The steps below must be completed in order to
complete failback without IP address or name conflicts.

1. Verify that your source machine is not connected to the network. If it is, disconnect it.
2. Resolve the source machine problem that caused the failure.

WARNING: Do not connect the source machine to the network at this time.

3. In the Failover Control Center, select the source machine that is currently standing in for the
failed source.

NOTE: If your target machine has been replaced during failover because of the configuration
you selected (perform failover by replacing target identity with source), do not select
your target from the Target Machine list. Since the target has been replaced by the
source, it no longer exists and the Failover Control Center will retry for several
minutes (possibly up to five minutes), until it finally fails in locating the target. After
a replace failover, select your source machine in the Target Machine list, which will be
monitoring itself in a failed over state, and perform failback. After failback, the target
will be available again.

4. Select the failed source and click Failback. If you specified a pre-failback script in your failover
configuration, that script will be executed at this time.
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5. You will be prompted to determine if you want to continue monitoring the source. Bring the

source online and select Continue or Stop to indicate if you want to continue monitoring the
source.

Falback Complete =10l x|
Click Contitiue ta restart monitaring of this machine after it iz fully online.

Click Stop ta discontinug monitaring.

Cantinug Stop

After you have selected whether or not to continue monitoring the source machine, the source
post-failback script, if configured, will be started.

NOTE: At this time, the source machine must be online and Double-Take must be running to
ensure that the source post-failback script can be started. If the source has not
completed its boot process, the command to start the script may be lost and the script
will not be initiated.

Failback is now complete. If you need to restore newer files from the target to the source, see
Restoration on page 14-1.
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Restoring your data

The Management Console provides an easy method for restoring replicated data from the target back
to the original source or to a new source server. You are only required to input the original source,

the target, and the name of the replication set you want to restore. Double-Take handles the rest,

including selecting the files in the replication set and restoring them to the correct location.

1. From the Management Console, select Tools, Restoration Manager.
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2. Ide_lgltn;y the Original Source machine. This is your source machine where the data originally
resided.

3. Selec;cI the Restore From machine. This is the target machine where the copy of the data is
stored.

4. Replication Set contains the replication set information stored on the target machine (the
machine in Restore From). If no replication sets are available, the list will be blank. Select the
replication set that corresponds to the data that you need to restore.

5. Select the Restore To machine. This is the machine where the copy of the data will be sent.

6. The Restore To and Restore From paths will automatically be populated when the replication
set is selected. The restore to path is the directory that is the common parent directory for all of
the directories in the replication set. If the replication set crosses volumes, then there will be a
separate path for each volume. The restore from path is the path on the target server where the
replicated files are located.

7. Use the default settings for the remaining restoration options.
8. Click Restore to begin the restoration.




Conclusion

After you have evaluated the benefits of powerful data protection

software from Double-Take Software, you can explore other ways to

enhance and optmize your enterprise solution. Engage Double-Take

Software Professional Services and Training to help you realize your

full potential. Double-Take Software Professional Services extends the impact of its award-winning
data replication products, Double-Take and GeoCluster®, by delivering a comprehensive portfolio of
services that help you assess, design, plan, and implement effective data availability and disaster
recovery solutions. These solutions help you avoid costly data loss and downtime.

If you have questions on Double-Take, including pricing and product features, call the Double-Take
Software toll free number, 888-674-9495, or send e-mail to info@doubletake.com.
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